The subject matter of the article is the substantiation of the problems and perspectives of the introduction of Distributed Ledger Technologies (DLT) / Blockchain in the public and private sectors as a modern digital economy instrument. The goal of the work is to substantiate the scientific and methodical principles of implementing the technologies of distributed DLT / Blockchain registers. The following tasks were solved in the article: the notion of Distributed Ledger Technologies (DLT) and Blockchain is defined; types of Distributed DLT Registries are presented in the form of a classification with a distinction of features and possibilities of application of each type; the general scheme of work is described and the specific features of the Blockchain technology are systematized; the features and directions of the use of intelligent contracts (smart contracts) based on the technology of blockchain are singled out; the international experience of government initiatives and pilot projects of the blockade technology application has been analyzed; the analysis of the domestic experience of practical application of Blockchain technologies in the public and private sectors and the perspective areas for the future application of technologies of the distributed DLT registries are identified; according to the international analytical agencies research results, the obstacles of the Blockchain technologies implementation in the public and private sectors are systematized. The following methods are used: abstract-logical analysis, theoretical generalization, system and statistical analysis. The following results were obtained. The concept of technologies of distributed DLT / Blockchain registries is disclosed. The availability of the system is based on open, private and federal DLTs. The specific features of DLT / Blockchain distributed registry technologies include centralization, involvement of a large number of participants to achieve consensus, use of cryptography and digital signatures, almost impossible to change chronological records, the convenience of tracking and verifying information, and the ability to program. The international experience of using Blockchain technology in countries such as the Great Britain, Georgia, Estonia, the USA, the United Arab Emirates, Italy has been researched. Examples of practical implementation of DLT / Blockchain registry technology in Ukraine are considered. The main obstacles to implementing distributed DLT / Blockchain registries in the public sector are regulatory restrictions and technology immaturity. The obstacles to the introduction of block technologies in the private sector are identified. Conclusions: It is proved that the distributed DLT registry technology has a significant potential for development for the future digital economy. Nevertheless, there are a number of barriers to their full use in the public and private sector, which requires further study by experts.
Introduction
Comprehensive corruption is at the same time the cause, effect and factor, accompanies an opaque society relations system with inefficient state market mechanisms and distorted conditions for doing business [1] . Moreover, any abuse of entrusted power for the sake of obtaining one's own benefit may occur not only as a result of actions of state employees, politicians and bureaucrats, but also representatives of the business environment. So, on the one hand, a company can promote its own business interests, interacting illegally with government officials, and on the other, employees of the company, as well as government officials, may be corrupt and misuse their official capacity [2] . This all leads to the formation of various unprofitable for society shadow phenomena in the economy. Effective in combating such negative manifestations are modern digital tools, one of which is new, but promising blockchain technology. Decentralized, secure, well-designed blockchain-based system can reduce costs and increase the speed of information transfer, eliminate intermediaries, ensure transparency and enable detailed tracking of business processes in the public and private sectors.
Gartner analysts [3] predict that blockchain will add more than 3 billion dollars to the business value annually. By 2030, 10 % to 20 % of global economic infrastructures will work with systems that will use blockade as a fundamental technology for business. It is expected that by 2025, the cost of a business that will operate at the expense of blockchain will increase by more than 176 billion dollars, and by 2030 this amount will exceed 3.1 trillion dollars According to experts from the World Economic Forum, by 2027, 10 % of world GDP will be allocated to the blockchain technology [4] .
All this testifies to the urgency and the necessity of studying the essence, experience of use and problems on the way of introduction of blockchain technologies as a modern tool of the economy.
The analysis of recent literary sources
The basic concept of the blockchain technology came in 2008 and was first applied in practice in 2009 by launching bitcoin cryptographic. Since then, many studies have been devoted to this technology, including the works of A. Genkin and O. Mikheev [5] , D. Tapscott and A. Tapscott [6] , S. Melani [7] , N. Popper [8] and others. Also worth of separate consideration are examples of the practical application of blockchain by private companies and government structures, sociological and other studies of world expert analytical organizations. implementation of Distributed Ledger Technologies (DLT) / blockchain technology, which, according to international experience, enables transactions to be carried out in complete safety with the involvement of a large number of objects and without the need for intermediaries, using the mathematical apparatus and technologies to ensure mutual trust. Achievement of the set purpose has led to the solution of such problems as: the concept of technology of the distributed register DLT within the blockchain limits is considered; types of distributed DLT registries are presented in the form of a classification with a distinction of features and possibilities when applying each type; the general scheme of work is described and the specific features of the blockade technology are systematized; the features and scope of the use of intelligent contracts (smart contracts) based on the blockchain technology are singled out; the international experience of government initiatives and pilot projects using the blockchain technology are analyzed; the analysis of the domestic experience of practical application of blockchain technologies in the public and private sectors and the perspective areas for the future application of technologies of the distributed DLT registry are identified; according to research results of international analytical agencies, obstacles to the implementation of blockchain technologies in the public and private sectors are systematized.
Materials and methods
The theoretical and methodological basis for the study was scientific works and informational and analytical materials of leading domestic scientists and foreign economic scientists in the implementation of DLT / blockchain distributed registries in the public and private sectors as a modern digital economy tool. In the course of the study, the following methods were used: abstract-logical analysis -for theoretical generalization and justification of the directions and results of the study; theoretical generalization -to identify and systematize the specific features of technologies of distributed DLT / blockchain registries, highlighting the scope of application of reasonable contracts; system and statistical analysis -for the analysis of international and domestic experience in the practical implementation of blockchain technologies in the public and private sectors.
The results of the study
The blockchain technology became widely known not immediately, but only after the popularization of bitcoin, which in turn was a response to the global financial crisis of [2008] [2009] . The concept of bitcoin was published by the author or, more precisely, by a group of authors under the pseudonym Satoshi Nakamoto [9] in 2008, and was first put into practice in 2009 with the first block created by launching a Bitcoin cryptocurrency.
Distributed ledger technology (DLT) is an information storage technology whose key features are sharing and synchronization of digital data in accordance with a consensus algorithm, the geographical distribution of equivalent copies at various points around the world, and the absence of a central administrator. Blockchain is a kind of distributed ledger, but not every DLT is a blockchain.
Blockchain is a distributed database technology that allows to create a digital transaction register and share them within a distributed network of devices. Through the use of cryptography, each network participant manages the registry without centralized administration. They use independent computers (nodes) to record, share, and synchronize transactions in their respective electronic ledger (registries). The blockchain organizes data into blocks that are linked to each other in add-only mode. A node in the context of a cryptocurrency and DLT as a whole are devices with software installed on them that are combined into a common network in order to jointly ensure the operation of a distributed database. The whole system is described as a "system without trust", so that all nodes must come to a consensus to confirm the correct information. Transactions in the blockchain network occur 24/7. The system allows the exchange of digital assets in real time between two unrelated participants without a central counterparty and ensures their transparency and minimizes risks. Such operations are registered in a decentralized public distributed database, allowing network users to control their transactions and data.
By accessibility system is divided into open, private, and federated DLT (Table 1) . -anyone can join the system, for example, run a full node; -anyone in the world can send transactions through the network and wait for their inclusion in the blockade, if they are valid; -anyone can read the transaction in the block browser; -transactions are transparent but anonymous; -do not allow anyone with Internet access to participate -in the process of verifying transactions; are faster and more confidential; -mainly used in the banking sector (consensus is controlled by pre-selected nodes: for example, a consortium of 15 financial institutions, each of which holds a node, and 10 of them must sign each block) -potentially can destroy existing business models by refusing to mediate; -lack of infrastructure costs: there is no need to maintain servers or system administrators, which drastically reduces the cost of creating and running decentralized applications (dApps)
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In today's conditions and at the current speed of digital technologies development, blockchain as an independent unit of scientific and technical progress is gradually going beyond the financial market framework and the cryptocurrency sphere.
Blockchain is a distributed database that stores information about all transactions of participants in the system in the form of a chain of blocks. Every blockchain user has an access to the registry. They all act as a collective notary who confirms the information in the database. The general scheme of this technology is shown in fig. 1 . Fig. 1 . The general scheme of blockchain technology work (KPMG) [10] Thus, blockchain is characterized by the following specific features:
-the blockchain is digitally distributed among multiple computers in almost real-time mode: it is decentralized, and a copy of all records is available to all users and participants of the peer-to-peer network, which eliminates the need to have centralized authorized bodies, such as banks, as well as trust intermediaries, such as brokerage firms; -to achieve consensus, the blockchain attracts many network participants whose computers are used to authenticate and test each new block (for example, to ensure that a single transaction does not take place several times), and new blocks are accepted by the network if most of them agree with their admissibility its members; -the blockchain uses cryptography and digital signatures to verify identity: transactions can be traced to cryptographic identification data obtained theoretically 2018. No. 4 (6) anonymously, but can also be attached to real identification data after a certain engineering analysis; -the blockchain has mechanisms that make it difficult (but not impossible) to change historical records: even though the blockchain allows you to read all the data and add new ones, those records that already exist cannot theoretically be corrected, unless the embedded protocol rules allow changes (for example, if more than 50 % of network members agree on this); -a time stamp is added to blockchain-based transactions, which makes it easy to track and verify information;
-the blockchain is programmed: the instructions embedded in the blocks allow performing transactions or other actions only under certain conditions and can be accompanied by additional digital data [11] .
Smart contracts is one of the blockchain applications, which is the most attractive in the fight against corruption. A smart contract is a computer program with a predetermined and irreversible action that is automatically executed under certain conditions. This is an agreement between two parties, which is stored on the blockchain. Smart contracts allow you to automate payments and transfers of currency or other assets under the agreed terms. As soon as a condition is set in a reasonable contract, it is executed automatically and the assets (for example, cash, digital currency, ownership, data) are exchanged between the parties to the contract, after which the transaction is replicated and checked on a block chain. Smart contracts allow you to swap an asset if third parties are not aware of the transfer. This makes it possible to disintegrate the entire legal system and create a new form of virtual transactions. In fact, being code fragments that automatically perform actions under given conditions, smart contracts cannot yet be considered as regular contracts from a legal point of view. However, they can be used as evidence of a solution to a particular problem and numerous industries are exploring the potential application of such contracts. However, experts see widespread use of reasonable contracts only in the long term, because, despite certain attempts to implement them, this technology is experimental and not yet ripe for the emergence of the first market products [12; 13] .
However, the blockchain has already gained popularity for working with smart contracts -Ethereum. It's a platform for creating decentralized online applications based on blockchain technology. The Ethereum distributed network based on the blockchain has all the key advantages of this technology, such as security, irremovability, protection against corruption, hacker attacks and other unauthorized actions. Therefore, besides the fact that Ethereum gives users the opportunity to conduct any financial transactions with any assets, without resorting to the services of intermediaries, it also provides complete reliability of the transaction and protection against fraud. The main value of the Ethereum network is that it allows you to create multiple applications on a single platform, and is able to decentralize any centralized system. Decentralized applications can really make a real revolution in almost every sector of the economy.
It is assumed that many new functions based on blockchain will arise in the sphere of legal services, which will have to be supported by modern laws and institutions. For example, intellectual property rights that can be publicly accessible through a distributed register, land cadastre and document management, public records for voter registration and census data.
Below are examples of some government initiatives and pilot projects using blockchain technology in a number of countries.
Blockchain as a service has become available through the digital market of the UK government. With this service, government agencies can experiment, build and deploy digital services based on distributed registry technologies. In 2016, the report of the Great Britain Government Office for Science [14] noted the benefits of using distributed registry technology in the public and private sectors. It is believed that the blockchain can help in areas such as reducing fraud and corruption, protecting critical infrastructure and registering assets.
Georgia began using the blockchain technology in the land registry to verify land ownership and verify real estate transactions. This has created a safe and defenseless system, increases transparency, reduces costs and prevents corruption.
Estonia is considered the leading country in adopting blockchain technology in key areas such as health, voting and identity management. She has been testing this technology since 2008 and since 2012 has been actively using it in various registries. Already, citizens and residents of Estonia are issued cryptographically protected digital ID cards, reinforced by the blockchain infrastructure, which allows access to various state services. On the blockchain platform, citizens can check the integrity of records stored in state databases and control access to them.
Blockchain and smart contracts are closely monitored by the US regulatory government. In 2016, Delaware became the first state to implement blockchain technology. The technology is used to store contracts and other corporate data in a distributed registry, allowing companies and agencies to store their documents in several places. This will ensure their security and will automate access for voters, shareholders and employees. The public archives of the state of Delaware will be among the first to use the blockchain to archive and encrypt government documents.
The Dubai Economic Development Department (United Arab Emirates) will fully transfer registration and licensing of enterprises to the blockchain. Interest in technology also shows the largest bank in Dubai. Together with IBM, it is planned to transfer trade and logistics operations to the blockchain, as well as replace paper contracts with smart contracts. This will minimize the participation of officials in government, make its economy and management more transparent, and therefore create conditions under which corruption cannot develop, and citizens can be served as quickly and efficiently as possible [15] .
The Blockchain government service concept of Italy is to improve efficiency, security, transparency, and participation, while giving every government agency the ability to manage its processes using its own technological "registry", regardless of the processes and technologies of any other state entity.
Singapore, Finland, Switzerland and the list of such countries will only increase in the future.
Ukraine belongs to one of the first countries in the implementation of the distributed DLT registry technology. Back in 2015, the decentralized electronic system of state property auctions E-Auction 3.0 was launched here. The system is the world's first example of how a state uses a decentralized system for the privatization and leasing of state property and licensing. The memorandum on the implementation of the system was signed by the governors of several regions with the Innovation and Development Fund (IDF Reforms Lab). The founder of the foundation is ex-deputy justice minister of Georgia Giorgi Vashadze. Today, in EAuction 3.0 they plan to join the Deposit Guarantee Fund for individuals, regional administrations and the State Committee for Land Relations.
In October 2017, the State Service of Ukraine for Geodesy, Cartography and Cadastre joined the development of technology. The blockchain was introduced for the transactions "Registration of the land plot" and "Provision of information from the land cadastre". The blockchain should exclude the possibility of substitution of data in the registry and all operations in the inventory can be tracked online. Transparency International, a public international organization for the fight against corruption, and anyone interested will follow the order of using the technology. All land title documents will receive their QR code, which will encrypt information about the owner of the site, the size and location of the land plot. Technical implementation will provide one of the world leaders in the field of Blockchain -the BitFury company.
Moved to blockchain and OpenMarket -a stateowned enterprise created by the Ministry of Justice for the sale of seized property. In 2016, the State Property Fund began selling state-owned property through the electronic trading system OpenMarket. After the transition to the blockchain technology, anyone can check the chronology of actions performed during the auction. The activity of the auction system OpenMarket also provides BitFury infrastructure.
The Ministry of Infrastructure of Ukraine is also planning to introduce blockchain. Infrastructure Minister Volodymyr Yemelyan announced the launch of a largescale Blockchain4Ukraine initiative. On the basis of the technology, it is planned to create a register of investment objects in the field of infrastructure, transfer the register of bus routes to technology and launch a national travel reservation system on its basis. In the future -add air and rail traffic.
Among the first industries to be transferred to the blockchain in Ukraine are state registries, housing and public utilities, social insurance, health care, and energy [16] .
A study by IBM [17] showed a wave of interest among government organizations around the world with DLT distributed registry technology. It is noted that the blockchain can positively affect their activities in many areas in the near future. However, by interviewing 200 officials from 16 countries, a report from IBM highlighted a number of barriers to the full implementation of the blockchain ( fig. 2) .
Fig. 2.
Obstacles to blockchain implementation for government organizations (IBM) [17] With a special distrust, the blockchain is perceived by the business. After all, it's business and the private sector of the economy as a whole that can often be the basic driving force for everyday use of the advantages of the DLT distributed database system in other areas. Although the blockchain by its definition should inspire confidence, but in reality, companies raise the issue of trust at every step. This problem is evidenced by a recent study from PwC [18] , which reflects the results of a survey of 600 leaders from 15 countries (fig. 3) . Fig. 3 . Obstacles to blockchain implementation for business (PwC) [18] As with any new technology, problems and doubts exist around the possibility of blockchain to ensure reliability, speed, security and scalability. Also, business is worried about the lack of standards and the potential incompatibility of various blockchains.
In a company that creates a blockchain for itself, there will undoubtedly be difficulties with internal use with the process of restructuring data in the new system and scaling. And yet, the company can independently set the rules and monitor their compliance with the blockchain, as it does in ERP (Enterprise Resource   ISSN 2522-9818 (print)  ISSN 2524-2296 (online) Innovative technologies and scientific solutions for industries. 2018. No. 4 (6) Planning) systems today. However, as noted by PwC experts, building a blockchain only for their own needs, an enterprise cannot fully realize all the benefits that can be obtained by investing in a blockchain. After all, this technology is really revealed only when various market participants use it to create a single platform. If a third party is involved in the blockchain alone, it will be impossible to establish the rules.
Conclusions
According to the results of the study, the technologies of the distributed DLT registry have a significant development potential for the future of the digital economy.
Relatively new distributed registry / blockchain technology -the data structure, allows to create a digital transactions register and share them within a distributed network of devices. Through the use of cryptography, each member of the network manages the register without centralized administration, provides an unprecedented level of integrity, security and reliability of information, reducing the risks associated with the existence of a single point of failure. This eliminates the need for intermediaries, reduces bureaucracy, reduces the level of corruption and ensures transparency in the provision of public services in the private sector. It also allows tracking transactions. Blockchain can be applied in practice in the following areas: state registers, financial and legal operations, logistics, voting, copyright, medicine, etc.
Despite the potential of technology, there is a certain number of barriers for its full implementation in the public and private sector, requiring further consideration by experts. At the level of governmental organizations, this is regulatory restrictions, immaturity of technology, lack of support from performers, insufficient level of technology skills, lack of understanding of the process of investment return, and a small number of successfully implemented projects. For representatives of the business environment, the obstacles to the use of technology are regulatory uncertainty, lack of trust, openness of personal data due to the possibility of network unification, technical impossibility for different chain of blocks to work together, intellectual property problems, impossibility of scaling, and problems with auditing / compliance.
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